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1. Onuc HABYAJIBLHOT AHCUHILIIHH

HaiimenyBaHHsI NOKA3HHKIB

XapakTepHCTHKA HABYAJIbHOI
JAUCUHIIIHHA

nenHa ¢popma HaBYAHHS

KinbKicTh KpeauTiB — 3

Bubipkosa

3arajibHa KUIBKICTh
roauH — 90

Pik miAroToBKH:

4-it

CemecTtp

8-i1

Jlexuil

TwuXXHEBUX TOAUH JIs
neHHol popMH HaBYAHHS:
KOHTAKTHHUX — 2,8
caMocTiitHOT po6oTH
3po0yBaya — 2,5

24 rop.

JlaGopaTopHi

24 rof.

Camocriiina po6ora

42 rog.

Bua KOHTpOIIIO:

3K

Merolo BuBYeHHs mucimmiiny «besrneka mporpam Ta JaHuX» € (HOpMyBaHHS
TEOPETHYHMX 3HAHB LIO0 MOXKIMBHX HeGe3IeK i CTyNeHs pU3MKy BTpaT indopmartii,
po3yMiHHS CyTi iHpOpMALIifHUX MpoLeciB B KpUNTOrpahiuHMX CHCTEMAX; 3aCTOCYBAHHA
KOMI'loTepiB Ui BUpIlUeHHS 3aBJaHb WHQpyBaHHS i JemH(pYyBaHHS, a TaKOK

MPaKTHYHUX HABMYOK LO/10 3a0e3MeyeH s 3aXUCTy MPOrpamMHol POy KLl
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3. CTpyKTypa HABYAIbHOT THCUHILTIHH

KiibkicTb roaus
Jlenna ¢opma
Ha3zsu Tem 30KpeMa
SRS b n6 c.p.
Tema 1. OcHoBHI NOHATTS O€3MEKH IIPOrpaM Ta JaHuX. 20 5 5 10
Tema 2. Besneka 36epiranns naunx B OC MICROSOFT. 18 5 5 8
Tema 3. Llentp 3abe3neuenns 6e3neku 18 > 5 8
Tema 4. CucteMu aHasti3y 3aXHIIEHOCTi MEPEXi. 18 5 5 8
Tema 5. [nentudikaris ta ayreHTHDIKALlsS KOPUCTYBAYIB. 16 4 4 8
Yeboro roanH 90 24 24 42
4. TIporpama HaBYAJILHOI AHCUHILIIHH
4.1. Temu Jexuiii
Ne KinbkicThb
Hassa temu
3/n rOJIMH
[Tpeamer i 3a71a4i 3aXUCTy mporpam i 1anux. BpasmBicTh KOMIIOTEPHHUX
1. cucrem. ToniTuka Gesnexkn B KoMn 10TepHEX cucTeMax. OIliHKa Ta MeXaHi3Mu 5
3axucTy nporpam ta jaHux. CranaapTy 3aXuCTy JaHuX.
TeXHOJIOris TIHbOBOTO KOTHIOBAHHS JIAHUX, OOMEKEHHS TIHBOBOTO KOMIFOBaHHS
TOMIB, yCTaHOBKa i BUKOPHCTAHHS TEXHOJIOT] TIHBOBOTO KOTIIOBAHHS TOMIB,
Z: apxiBauis 1anux, pobora 3 MPOrpamMoro apxipauii backup, crparerii apxiBauii, 5
CTBOPEHHS BiIMOBOCTIHKHX TOMiB JUisi 30epiranHs JaHux, pobora 3
J3epKanbHEMH, poboTa 3 Tomamu RAID-5
3 ITapamerpu 6e3nexkn WINDOWS, cTBOpeHHS BHKIIIOUEHHS JUIS IPOrPaMH, 5
CTBOPEHHS BUHSATKIB JUISl IOPTIB.
TMpuimnu po6otn cucrem ananizy saxumenocti, MICROSOFT BASELINE
4. SECURITY ANALYZER, onuc nepeBipok, BukonyBaunx MBSA, ckanep 5
6e3nexu XSPIDER
5 [nenTuikanis kopuctysauis. Ayrentudikaiis kopuctysayis. [lepeipka 4
' aBTEHTHYHOCTI KopucTyBauis. [IpoTokony inenTudikaiii.
Pazom 24
4.2. Temu 1a60paTOPHHUX 3aHATH
Ne KinpkicTh
Ha3ga remun
3/m rOJINH
1 Po3MeKyBaHHS TOBHOB&KEHb KOPHCTYBAYiB Ha OCHOBI MApOJILHOT 5
) ayteHTHiKaii.
2 JloryBaHHs Jiif KOPHCTYBaYiB y NPOrPaMHHX CHCTEMAX. 5
3 MeToau 3aXHCTy NPOrpamMHOro 3abe3neyeHHs. 5
4 3axuct BeG-pecypciB Biai GOTIB Ta cramy 3a JIOMOMOTO0I0 MeXaHi3My 5
) CAPTCHA.
- AHai3 3aXuIeHocTi BeG-pecypeis. 4
Pazom 24




4.3. Camocriiina pobora

Ne KinbkicTh
Hassa Temu
3/m rOJIMH
1. CepsicH i MeXaHi3MH 3aXUCTY. 10
) [puuimny no6y1081 610YHMX MHPIB Ta KPHIITOCHCTEM 3 BIJIKPHTHM g
KJTIOYEM.
3 Cy4acHi &IrOPHTMH CHMETPHYHOTO T ACHMETPHYHOTO WA(PYBAHHS. 8
4. CyyacHi aJIrOpUTMH XeIIyBaHHS. 8
> OcHOBHI MeTO/ 11 O€31eYHOro HalMCcanHs KOy Iporpam. 8
Pazom 42

5. Kpurepii ouinioBaHHs pe3y/ibTaTiB HABYAHHS

OuiHIOBaHHS 3/IHCHIOETBCS Y BUIJISI TTOTOYHOTO KOHTPOJIIO 3HaHB, MPOMIKHUX
KOHTPOJIBHUX POGIT Ta OL[HIOBAHHS CaMOCTIHHKX I iHaUBiyanbHUX poOiT. Pe3ynbraTu
MOTOYHOrO0 KOHTPOMIO PpiBHS 3HAaHb 3700yBauiB (KiNBKICTH OTPUMAHMX GaiB)
060B’13KOBO JOBOJATHCS BHKJIAadeM HANPUKIHII KOKHOrO 3aHATTA JO BiJoma BCIX
3106yBayiB i BUCTaBIsIOTCS B «OKypHai 0611iKy MoTO4HOT YCHILIHOCTI Ta BiJIBilyBaHH
3aHSATBY Ta € MiJCTABOIO IS OJIepKaHHs J0IMyCKy JI0 ITiACYyMKOBOro KoHTpoumo. KoxkeH
37106yBad MOXe O3HAOMMTHCH 3 po3nofinom GaniB 3a BCi BUIM poGoTH BIPOIOBK
cemecTpy (B AMCTAHLIHOMY Kypci, 30Kpema).

Pe3ynbTaTd HaBYaHHs OLIHIOIOTBCA Yy TPOLECI 1abopamopnozo 3ansmms 3a
TaAKUMU KPUTEPIMH:

v/ [ij 4ac onmuTyBaHb —3a [OBHY i IPYHTOBHY Bi/IlIOBI/Ib HA 3a/1aHE 3aNIUTAHHA 3 TEMH
3aHATTS,

vy mpoleci BMKOHaHHS CHTyaUilfiHMX BIpaB i 3aBJaHb — 3a 3ANPOINOHOBAHMIA
MpaBHJIBHUN aIrOPUTM (ITOCITIIOBHICTB) BUKOHAHHS 3aB/IaHHsA; 38 3HAHHS TCOPETHIHHX
OCHOB TPOGIeMH, TOPYILIEHOT B 3aB/IaHHi; 38 BOJIOAIHHS GOpMYIaMH Ta MaTeMAaTHIHUMH
MeTONaMH, HeoOXiJHUMM [ BMKOHAHHsS 3aBJaHHs; 3a OTPUMAaHMH MPaBHIBHUH
pe3ynbTar.

Y pasi BiacyTHOCTI Ha 1aGOpPaTOPHOMY 3aHATTI 3/100yBay BUILOL OCBITH ITOBUHEH
caMOCTIifHO BUKOHATH poBOTY Ta HAJaTH JUIsS TIePeBIPKH.

CamocTiitHa po6oTa 0 KOXKHOTO NPAKTHYHOTO 3aHATTS Ma€ OyTH BMKOHaHa J10
MOYaTKy HACTYIHOrO. [HMBIlyanbHi 3aBlaHHs BUKOHYIOTBCS BIIPOJIOBXK CEMECTDY.

MakcuMaabHUl Gall OLiHIOBAaHHS pe3y/IbTaTiB HAaBYAaHHS y MpOLECi HANUCAHHS
[POMiKHHX KOHTPOJIBHAX POGIT BUCTABIAETLCS 3a NPABAIIBHI Bi/IMOBI/Ii HA BCI MUTAHHA
po6otu. Jlisi KOKHOI KOHTPONBbHOI POOOTH HAXA€ThCA posmoin GaniB 3a KOXHE
3aBJaHHA, 3 SKMM MOXKHA 03HAHOMHTHCH 3aBYacHO (30KpeMa, B IUCTaHLIHHOMY Kypci).
Po60TH, HANMCAH] Ha He3a0BiIbHY OLIHKY, He 3apaXoBYIOThCS Ta MalOTh Oy TH BHUKOHaHI
Tmicis aHali3y MOMMIIOK B I0JIaTKOBHi 4ac.

VHAC/IiIOK BHSBIEHHS HEBIJNMOBIAHOCTI pe3yjbTaTiB HaBYaHHS OKPEMHM
KpUTepiaM i3 Tiei uu iHIIOT GOPMHI KOHTPOJIIO 3HAHb KibKICTh GaniB, sKa BUCTABJISETHCS
3100yBady BHILOI OCBIiTH, MOXKe OyTH 3HIDKEHA:

v/ 3a HEMOBHY Bi/INOBI/Ib;
v\ 3a KO)KHY HENpaBUIIbHY Bi/lMOBiIb;



3a HeBYaCHEe BUKOHAHHS 3aBJIaHHS;

3a HeJIOCTOBIpHICTH M0aHo1 iH(opMallii;

3a HEJIOCTATHE PO3KPUTTS TEMH,

3a BiJICYTHICTh IOCHJIAHb Ha JIITEpaTypHI JDKepera;

3a MOpYILEHHs aKaeMi4HOl 106poYecHOCTI.

[TifiCyMKOBHM KOHTPOJIEM 3 JIaHOI TUCIMILTIHK € 3aiK. OLiHIOBaHHS pe3ym>TaT13
HABYAHHS TIPOBOJMTHCSA 110 3aKiHYEHHI BMBYEHHS HAaBYAIBHOL JUCLMUIUIIHYA, Ha
OCTAHHBOMY NPAKTHYHOMY 3aHATTI ab0 B MepioA 0 MoYarTKy eK3aMeHaliiHoi cecii
BiMOBiAHO 10 rpadika OCBITHHOIO npouecy. Ha ocTaHHBOMY ayAMTOPHOMY 3aHATTI
OrOJIONIYIOThCS 3100yBayaM BUILOT OCBITH BIAKPHUTO (Y npucymocn rpyIH) HAaKOTHUYeH]
HHUMM 6GaqM TOTOYHOrO OLHIOBAHHA 3 HABYAIBHOI AMCLMIUIIHM, OTPUMAHi IiJ 4ac
NeKuiifHUX, IPAKTHYHKX 3aHATH Ta 33 BUKOHAHY caMocTiliHy poGoty. 3aiik, sk ¢popma
KOHTPOJIIO, Nepe10ayae 3apaxyBaHHs 3)106y3aqe131 GaJiB, HAKOMMYEHUX 3a pe3yIbTaTaMH
[TOTOYHOTO OLIHIOBAHHS 3 HABYAIBHOT JMCILMIUTIHHU (3@ HAsIBHOCTI y 3/100yBaya He MeHIle
60 GastiB 3a OTOUHY POGOTY - 6e3 101aTKOBOTO ONUTYBAHHS) i He BUMarae 060B’ A3KOBOT
MPUCYTHOCTI 3;106y13aqa BUILOT OCBITH. 37106yBau Mae npaso (3a GakaHHAM) i ABULIATH
BIACHHH pe3ysibTat OliHIOBaHHS B Oanax, HUISXOM BMKOHAHHS 3aBJaHb CaMOCTIHHOI
poGOTH, aNte He Mi3Hille HK 0 MOYaTKy eK3aMeHaliHHoI cecil.

NSNS K

[lIka/ia OUiHIOBAHHS Pe3yJbTATIB HABYAHHS 3100yBa4iB BHILOT OCBITH

3a HANIOHAJILHOIO IIKAJIOK

3a HAKONMUYYBAJILHOIO 3 . o
100 B oo I /1A eK3aMenis, 36imie 3 OnR 3aniKie
HPAKMUKU, Kypcoeux pobim
90 - 100 GaniB BIJIMiHHO
75 - 89 Ganis nobpe 3apaxoBaHO
60 - 74 6anis 3aJI0BIJILHO
26 - 59 6anis He3a/10BUIBHO
- 2 He 3apaxoBaHO
0 - 25 GaniB HENPUIHHATHO

6. 3aco6M AIarHOCTHKH pPe3yJibTATIB HABYAHHS

3aco6aMy OLIHIOBAHHS Ta METOJAMH JIEMOHCTPYBAHHS Pe3yIbTaTiB HABYAHHS 3
HaBYaJIbHOI AUCLUIUIIHH €:
» TpYIOBi MPOEKTH;
» IHIUBidyaJbHI 3aBJaHHS,
» 3aliK.

7. PekoMenoBaHa JiTeparypa

OcHoBHA
1. Top6enko 10.1., Fop6enko I.JI. IudpacTpykrypu BIAKpHTHX kmouiB . CucreMu
ELI[1. Teopis Ta npaktuka. Xapkis. ®opt. 2018 , 593c.
2.  Ipanouxko C.I. Kpuntonoris. JIesiB: Hamionanenuii YuiBepcurer JIbBiBCBKa



[Tonitexnika, 2018. 46 c.

3.  Iudopmauiiina Ge3nexa: HaB4y. noci6. / FO. 5. bo6ano [ra in.] ; 3a 3ar. pea. a-pa
TexH. HayK, npo¢. 0. 5. bobGana Ta a-pa texH. Hayk, gou. I. B. I'opbaroro ; Hau. yH-T
"JIpBiB. mosiTexHika". - JIbBiB : Bua-so JIbBiB. monitexHiku, 2019. — 573 c.

4.  Koszina I'.JI. Kpunrorpadis Bij icTopii 10 cy4acHHX CTaHIApTiB: HABY.IIOCIOHMK /
I".JI. Kosina. — 3anopixoks : HY «3anopisska nonitexnika», 2020. — 192 ¢
5.  Texuosorii 3axucty inpopmarii [Enexrponnuit pecypc] : miapy4HuK s CTyI.

crienianbHocTi 122 «Komn’rotepHi Hayku», crienianizamiii «lHdopmartiiini TexHoaorii
MOHITOPHHTY JOBKiLIs», «['eoMeTpuuHe MOJIENIOBAHHS B iH(popMaliiHuX cuctemax» /
0. A. Tapnascbkuii; KITI im. Iropst Cikopeskoro. — EnextponHi Tekcrosi aaui (1 daii:
2,04 M6aiit). — Kuis : KIII im. Irops Cikopcekoro, 2018. — 162 c.

JlonarkoBa
Akynenko, Ipuna. Illudp BikeHepa Ta MOmyibHa apupMeTHKa y HaBYaHHI
MaTemaTtuku Ha nornubienomy piBai [Tekcr] / 1. Axynenko, H. Kpacnomuuk, IO.
Jlemenko // MaTtemaruka B pijiHiii KO : HAYK.-MeTO. XKypH. - 2017. - Ne 1. - C. 20-24.
v 3 Besymak 0.0, Tanrowkin O.I',, KouyGinceka €.A. HaBuanbHuii nociOHUK 3
niHiliHOT anreGpu IS CTYIEHTIB MexaHiko-marematuuHoro ¢axynsrery. — K. : BIIL]
«KwuiBcekuit yHiBepcuter», 2019. — 224 c.
3.  JluckperHa Maremaruka. Teopis MHOXUH i BigHomeHb. Kom6Ginartopuxa.
YycneHHs BUCIOBIOBaHb: Hapy. roci6. / H. I1. Tmenosa ; KuiB. Hau. yH-T iM. Tapaca
[llesyenka. - KuiB : KuiBcbkuii yniBepcurer, 2018. - 103 c.
4.  Jlposnenko B.O. Buuia maremarika: HeoOXiZiHHH TeOpeTUUHMI MiHIMyM: HaBdy.
noci6. B.O. JIposnenko, O.J1. [Ipo3nenko b.: [Tmonkiseskuii O.B., 2020. 264 c.
5. Koryr 0. 1. Kopniopatusaa Ge3neka: npaktuuHuii nocibuuk. KoHcanTuHrosa
kommnanis «CIJIKOH», 2021. — 460 c.
6.  Jlicosceka IO. Inpopmauiitna Gesnexa Ykpaiuu: HaBu. noci6., Konmop, 2018. —
172 c.
7.  On-naitn nigpyunuk 3 kpunrorpadii. Pexxum goctymy: https:/cutt.ly/vYii7THQ

8. Indopmauiiini pecypen B Intepneri

1.  Kpunrorpadis na Python: https://habr.com/en/post/265309/

2. Jlira Bisuec Indopm www.liga.net/

3.  Marematuunuii naptaep. Pexxum noctymy: http:/mathpar.com/

4.  HasuanpHa niteparypa www.pidruchniki.ws

5. HopmarusHi akti Ykpainu www.nau.kiev.ua/

6.  OcHoBH KPHIITOJIOTII. Pexum JOCTYIy:
https://moodle.znu.edu.ua/course/view.php?id=4199

7.  OcHoOBHi TIOHATTS KPINTOJIOTii: http://lib.mdpu.org.ua/e-
book/kruptologiya/lect].html

8.  TlopiBHsHHS CHUMETPHYHUX Ta aCUMETPUYHUX KPUIITOCUCTEM:

https://sites.google.com/site/sucasnikriptosistemik/home/porivnanna-simetricnih-
zasimetricnimi-Kriptosistemami

9. [TourykoBHii cepBep www.google.com.ua

10. Cepsep Bepxosroi Paan Ykpainu www.rada.kiev.ua




11.  CepBep ykpaiHCbKOi eHUHKIOMEe i1 www.uk.wikipedia.org
12.  Vkpainceke npaso www.ukrpravo.com
13.  Iludpysanus y Python: https://python-scripts.com/encryption-cryptog@phv

9. Mocunannst Ha AMCTAHLIHHMI Kypc

Jucranuiituuii Kype aucuMmiinu Ha OCBITHBOMY KOHTeHTI B CMS Moodle
http://ddpu.edu.ua:9090/moodle/course/view.php?id=2291
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