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1. Onue HABYAJIBLHOT AHCHHIIIHH

XapakTepHCTHKA HABYAJIbHOT

HaiimenyBaHHsI NOKA3HHKIB AHCUHIIIHH

nenHa popma HaBYAHHS

KinbKicTh KpeauTiB — 3 Bubipkosa

Pik miAroToBKHU:
4-i1
Cemectp
8-ii
Jlexuii
24 ron.
JlaGopaTopHi

TUXHEBUX TOJAMH s 24 rog.
neHHOT (POpMH HABUAHHS:
KOHTaKTHHX — 2,8

3arajibHa KUIBKICTh
roauH — 90

Camocriiina po6ota

camocTiiiHoi po6oTH 42 rox.
3po0yBava — 2,5 Biii KOHTPOITIO:
3a0K

MeTtoro BuBueHHS auciuiuiian «OcHoBU Ge3rnexu iHPOPMALIHHUX CHCTEM» €
hOpMYBaHHS TEOPETHYHHUX 3HAHB LIONO MOXKIMBAX Hebesnex i CTymeHsi pU3UKy BTpar
iHopMaii, posyminHs cyTi iHpopMmarliiinux npouecis B KpUNTOrpadiuHuX CHCTEMaXx;
3acTOCYBaHHs KOMIT'IOTEPIB Ul BUPIlICHHS 3aBJaHb WH(PyBaHHS i nemmpyBaHHs, a
TAKOXK MPAKTHYHUX HABUYOK L1010 3a0e3MeueHH s 3aX|CTy NPOrpaMHOl POy K1l
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3. CTpyKTypa HABYAJIbHOI AHCUHILTIHHA

KiabkicTh roams
Jlenna ¢popma
Ha3zsu Tem 30KpeMa
e n n6 c.p.
Tema 1. 3a6e3neuenns 3axucty indopmauii B inpopmartiino- 20 5 5 10
KOMYHIKaIl[iHHUX CHCTEMaX.
Tema 2. OcuoBHi 3arpo3u 6e3neui indopmarii B inpopmaniino- 18 5 5 8
KOMYHIKallifiHUX CHCTEMaXx.
Tema 3. HopMaTHBHI JIOKyMEHTH 3 OIIHIOBAHHS 3aXHIIEHOCTI 18 5 5 8
iH(popmartii.
Tema 4. 3axuct indopmaii Ha piBHi onepaniiHOl CHCTEMH. 18 5 5 8
Tema 5. 3axucT inpopmailii B po3Mo/IiJIeHUX CHCTEMaX. 16 4 4 8
Yeboro roaus 90 24 24 42
4. Ilporpama HABYAJIbHOI THCUHILIIHH
4.1. Temu Jexuii
Ne Kinbkicth
Ha3spa Temu
3/n rOJIMH
1 Baszosi nousTTs. Bynosa cuctem 3axucty inpopmarii. OcHoBH 5
: kpunTorpadigHEX METOIB 3aXMCTy iHGopmauil.
Z. THunoBi Bpa3 MBOCTI CHCTEM i aHaJI3 IPUYHUH iX MOSBH. 5
5 Hopwmarusro-npaosa 6aza Ykpainu. MijkHapoauuii craniapt ISO/IEC 15408. S5
Anaparue 3abecrnederns 3aco0iB 3aXHCTy. 3aXHIeHi onepauiiti CHCTeMH.
4. 3aco6u 3axucty B onepauiitniit cucremi Windows. Cucremu 06poGiieHHs 5
koH}inenuiiinoi indopmarii.
5 OcHosu Ge3neku iHpopMmallii B KOMIT'IOTEPHHX Mepekax. besneka MepexHuX 4
) nporokois Intepuery. besneka npuknaauux ciyx6 Inrepuery.
Pazom 24
4.2. Temu 1a060paTOPHHX 3aHATH
Ne KinbkicTh
Hassa temu
3/m rOJIMH
1. OcHOBH KpunTorpadiuHux METO/IB 3aXHCTY iHpopMmAILii. )
Oprani3zaniitna po6oTa i3 3axucty iHdopmauii 3 00MeKEHHM T0CTYIIOM B
2. p . 5
kpainax HATO i €C.
3 BuBUeHHS MIJKHAPOIHOTO CTAHAPTY 3 OLIHIOBaHHS Ge3neKn 5
' indopmaniinux texnosoriii (ISO/IEC 15408)
4 BupueHHs opraHizaiiitnoi po6roTu ciyx0u 3axucty inpopmauii B 5
AaBTOMATH30BaHUX CHCTEMAaX
5. | Vmpapninns Gesnexoro iHpopMaiiifHo-KOMyHIKALIHHAX CHCTEM. 4
Pazom 24




4.3. Camocriiina pobora

Ne KinbkicTh
Ha3ga remu
3/m rOJIMH
1 TeopeTHuHi OCHOBH 3aXHCTy iH(pOpMAILT. (OnopHuUit KOHCIIEKT, 10
X Tpe3eHTallis)
2 [1IkiuBe nporpamue 3adesneuenHs. (OnopHMit KOHCIIEKT, rpynoBHH 8
: TIPOEKT)
3. Po3sutok ctaniaptis 6e3neku. (OnopHUiA KOHCIIEKT, Tpe3eHTallis) 8
4 3aco6u 3axucty B onepauiiiniit cucremi UNIX. (Onopuuii KOHCTIEKT, 8
) 1HIMBI Iy IbHHH TIPOEKT)
3acobH 3aXMCTy B PO3IMOJIIIEHHX indopmaniiiHo-KOMyHiKalifiHUX CHCTEMAX.
. TlepenaBanns indopmarlii yepes 3axuIIeHi mepesxi. (OnopHui KOHCIIEKT, 8
Ipe3eHTallis)
Pazom 42

5. Kpurepii ouiHiOBaHHS Pe3y/IbTaTiB HABYAHHS

O1liHIOBAHHS 3/IIHCHIOETHCS Y BUTJIA/I MOTOYHOTO KOHTPOJIIO 3HAHb, MPOMIXKHHUX
KOHTPOJIBHUX POGIT Ta OLiHIOBAHHS CAMOCTIHMX i inauBixyansHUX pobiT. PesynpTaTi
[IOTOYHOTO KOHTPOMO piBHS 3HaHb 37100yBayiB (kinbKicT oTpuMaHHMX GaiiB)
0GOB’S3KOBO TOBOJATHCS BHK/JIAZayeM HAIpPHKIHI[I KOXHOTO 3aHATTS 10 BiloMa BCIX
3106yBayiB i BUCTABAIOTECS B «JKypHan 061Ky M0TOUHOT YCIIIIHOCTI Ta Bi/JIBiyBaHHs
3aHATHY T4 € [LICTABOKO LIS OJIepKaHHA JIOMyCKy 10 MiACYyMKOBOro KOHTpoo. KoxeH
37106yBay MOXKe O3HaOMHUTHCH 3 PO3IOALIOM GaniB 3a BCi BUAM pOOOTH BIIPOAOBXK
ceMmecTpy (B AMCTaHLIHOMY KypCi, 30Kpema).

Pesy/bTaTH HABYaHHS OLIHIOIOTBCS Y MPOLECi 2abopamopro2o 3anamms 3a
TaKUMH KPUTEPISMH:

v’ T "yac onmMTYBaHb — 3a MOBHY i IPYHTOBHY Bi/ITOBI/Ib HA 3a/1aHE 3AIIUTAHH 3 TEMH
3aHATTS,

vy mpoleci BMKOHAHHS CHTyalliffHMX BIpaB i1 3aBJaHb — 32 3aIpONOHOBAHHUM
MpaBHIBHUH a1ropuT™ (MOCIiIOBHICTb) BUKOHAHHS 3aB/IaHHS; 33 3HAHHA TEOPETHHHIX
OCHOB IPOGJIEMH, TTOPYILIEHOT B 3aBJIaHHI; 3@ BOJIOAIHHS (OpMyIamMu Ta MaTeMATHIHUMH
MeTOJaMH, HEeOOXiAHMMH JUIi BMKOHAHHS 3aBJaHHS; 3a OTPUMAHUH NpaBUJIbHUN
pe3yJnbTar.

Y pasi BizcyTHOCTI Ha TaGOPaTOPHOMY 3aHSTTI 371006yBay BHILOI OCBITH MIOBHHEH
CaMOCTIH{HO BUKOHATH poGOTY Ta HAJaTH JUIs MEPEBiPKH.

CamocrTiiiHa pofoTa 10 KOXKHOTIO MPAaKTHYHOrO 3aHATTA Mae OyTH BUKOHaHa J10
oYaTKy HACTYMHOro. |HIMBilyabHi 3aBJaHHs BUKOHYIOTBCS BIIPOZIOBXK CEMECTPY .

MakcHMaIbHII 6aj OLiHIOBAHHS Pe3y/bTaTiB HABYAHHS Y NMPOLECI HaNMCAHH:A
TIPOMiIKHHUX KOHTPOJIBHUX POOIT BHCTABIAETHCS 3a NpaBUIIbHI BiATOBI/I HA BCI MUTaHHA
poboT. JInsi KOXKHOI KOHTPONbHOI POOOTH HA/AETHCS posmozin GamiB 3a KOXHE
3aBJIaHHsA, 3 SKUM MOKHA 03HAOMHTHCH 3aBYaCHO (30Kpema, B JMCTaHLIHOMY Kypci).
Po60TH, HAMIMCAHi HAa He3a10BIIbHY OILIHKY, He 3apax0oBYyIOThCs Ta MalOTh OyTH BUKOHaHI
ricsist aHaTi3y MOMHJIOK B JI0JIaTKOBHIA Yac.



VHacHIOK BHSABJIEHHS HEBiAMOBIIHOCTI pe3yNbTaTiB HaBYaHHA OKPEMHM

KpUTepisaM i3 Tiel un iHmoi popMu KOHTPOIIO 3HAHD KiIbKiCTh OaltiB, sIKa BUCTABJISETHCS
31100yBady BUILOI OCBITH, MOXKe OyTH 3HIKEHA!
3a HEMOBHY Bi/IOBI/Ib;
3a KOKHY HEIpaBUIIbHY BiJlIOBI/Ib;
3a HeBYacHE BUKOHAHHS 3aBJIaHHS,
3a HeJ0CTOBIPHICTB MOaHOT iHpOpMAaiT;
3a HEJIOCTATHE PO3KPUTTS TEMH,
3a BiZICYTHICTh MOCHJIAHb HA JIITEPaTypHi JuKepena;
3a IOPYIIEHHs aKafeMiqHOl 106pOYeCHOCTI.
[TiZCyMKOBMM KOHTpOJIEM 3 JIaHOI TMCLMILTIHH € 3aik. OuiHIOBaHHS pCByJILTaTlB
HABYAHHS TPOBOJMTBCA MO 3aKiHYEHHI BMBYEHHS HABYAIBHOI JMCLMIUIIHYA, Ha
OCTAHHBOMY TpPAKTHYHOMY 3aHATTI abo B mepioj 10 Mo4arKy eKk3aMeHaliiHol cecii
BiMOBIIHO 70 rpadika OCBITHHOTO npouecy. Ha octaHHBOMY ayJUTOPHOMY 3aHATTI
OrOJIOLIYIOTHCS 37100yBayaM BHILOT OCBITH BiAKPATO (Y npucymocn rpyIu) HaKOITHYeHi
HUMM GaqH MOTOYHOTO OIIHIOBAHHS 3 HABYANBHOI AMCLMIUIIHM, OTPMMaHi MiJ 4ac
NeKUiiHMX, IPAKTHYHMX 3aHATH Ta 3@ BUKOHAHY CaMOCTiHHy poOoTy. 3anik, sk Gopma
KOHTPOJIIO, Nepebayae 3apaxyBaHHs 3no6yBaqem OaJ1iB, HAKOMMMYEHUX 3a pe3yJibTaTaMH
[OTOYHOTO OIIHIOBAHHS 3 HABYAIBHOI AMCLMILIIHK (32 HAasIBHOCTI Y 3/100yBaya He MEeHIIe
60 6aiB 3a OTOYHY po6oTY - Ge3 101aTKOBOT0 ONUTYBAHHS) i He BUMarae 0060B’ 13KOBOI
npucyTHOCTI 3106yBaya BUIIOT OCBiTH. 3106yBay Mae npaso (3a GaXkaHHAM ) TTiABHILATH
BJACHHH pe3ysbTar OLIHIOBAHHS B Gaiax, LUISXOM BHKOHAHHS 3aBJlaHb CaMOCTIHHOL
po6OTH, aje He Mi3HilIe HiXK 0 NOYATKY eK3aMeHaliiHOT cecii.

AN ERKS

Illkana OUiHIOBAHHS Pe3y/IbTATIB HABYAHHSA 3100yBaviB BHIIOT OCBITH

3a HAIOHAJILHOIO LIKAJIOK0
3a HAKONMHYYBAJIbHOKO 3 - S
100 - BaLNeI0 MO0 /1A EK3AMEHI6, 36imi6 3 Rl
NPAKMUKU, KypCoux poobim
90 - 100 GaniB BiJIMIHHO
75 - 89 GaniB nobpe 3apaxoBaHO
60 - 74 GaniB 3aJI0BIJILHO
26 - 59 GaniB He3a0BIJIBHO
- . HE 3apaxoBaHO
0 - 25 Ganis HENPUIHATHO

6. 3aco6u AIarHOCTHKH Pe3yJIbTATIB HABYAHHS

3acoBGaMy OLIHIOBAHHS T4 METOJIaMM JIEMOHCTPYBAHHS pe3yJIbTaTiB HABYAHHS 3
HABYAJIbHOI JUCLHUIUIIHHU €:
» TpYIOBI IPOEKTH;
» 1HAWBIIyalbHi 3aBIaHHS,
» 3ajiK.



7. PexoMeH10BaHa JliTepaTypa

OcHoBHA
1. Top6enko 0.1, I'op6enko LJI. InppacTpykTypH BiaKpUTHX KIo4iB . CucTeMu
ELIIT. Teopis Ta npaktuka. Xapkis. ®opt. 2018 , 593c.
2. Isanouko C.I. Kpumronoris. JIbis: Haiionansuuit YHiBepcuter JIbBiBCBHKA
[Tonitexnika, 2018. 46 c.
3. Iugopmauiiina Gesneka: Hapy. noci6. / 0. . Bo6ano [ra iH.] ; 3a 3ar. pea. A-pa
texH. Hayk, npod. 0. S. bobana Ta 1-pa TeXH. HayK, AO0L. I. B. l'op6aroro ; Hau. yH-T
"JIpBiB. moniTexHika". - JIbBiB : Bua-Bo JIbBiB. MOMITEXHIKH, 2019.-573 c.
4. Kosina I'.JI. Kpunrorpadis Bizt icTopii 10 cy4acHHX CTaH/JapTiB: HABY.MOCIOHMK /
I".J1. Kosina. — 3amopixoks : HY «3anopiseka nonitextika», 2020. - 192 ¢
5.  Texuouorii 3axucty indopmauii [Enekrponnuii pecype] : MiaApy4HHK s CTYA.
criemianbaocTi 122 «KoMmm’'toTepHi HayKkn», crieliaisaiii «IHdopMmalLliiiHi TeXHOIOTi
MOHITOPHHIY IOBKiIs», «['eoMeTpHIHEe MOJICIIOBAHHS B iHdopMaliifHuX cucTeMax» /
10. A. Tapnascbkuit; KITI im. Iropst Cikopebkoro. — Enextponni TekctoBi JaHi (1 daiin:
2,04 M6aiit). — Kuis : KITI im. Irops Cikopebkoro, 2018. — 162 c.

JonaTrkoBa
1. Axynenko, Ipuna. Illudp BikeHepa Ta MOJIyJbHA apupMeTnKa y HaBYaHHI
maTemaTHku Ha nornuGnenomy pisai [Teker] / I. Axynenko, H. Kpachouumk, 10.
Jlemenko / MaTematyKa B pi/iHiif Ko : HayK.-MeToz. ’KypH. - 2017. - Ne 1. - C. 20-24.
Z. Besymak 0.0, Tamtomkin O.I, Kouy6inceka €.A. HapuanbHui MOCiOHUK 3
NiHilHOT anreGpu IS CTYJEHTIB MeXaHiKO-MaTeMaTHYHOro (aKyabTeTy. — K. : BIILI
«KuiBcpkuit ynisepeurer», 2019. — 224 c.
3. JluckpetHa Martemaruka. Teopisi MHOXHH i BigHomens. KombinaTopuka.
UpceHHs BUCIOBIIOBaHb: Hasy. moci6. / H. IT. Tmenosa ; Kuis. Hau. yH-T im. Tapaca
I1leBuenka. - Kuis : KuiBchkuii ynisepcuret, 2018. - 103 c.
4 Jlpo3nenko B.O. Buia maTemaTuka: HeOOXiHUH TeopeTHYHHil MiHIMyM: HaB4.
noci6. B.O. Jlposnenxko, O.JI. lposaenko b.: [Tmonkiseekuii O.B., 2020. 264 c.
5.  Koryr 10. 1. KoprioparuBaa Ge3neka: MpakTHYHHH nociouuk. KoncantuHrona
xomma#ist «CIJIKOH», 2021. — 460 c.
6.  Jlicoschka 0. Inpopmaniitna Gesnexa Ykpainu: Hasy. rnocio., Konnop, 2018. -
172 c.
7. Ou-naifn miapy4Huk 3 kpunrorpadii. Pexum gocrymy: https://cutt.ly/vYii7THQ

8. Indpopmauiiini pecypen B Intepueri

1 Kpunrorpadis na Python: https://habr.com/en/post/265309/

2 Jlira Bizuec Inpopm www.liga.net/

3 MatemaTuuHuil maptHep. Pexum poctymny: http://mathpar.com/

- HaguanbHa nitepatypa www.pidruchniki.ws

5.  HopmaruHi akTn YKpaiHu www.nau.kiev.ua/

6.  OcHoBH KPHIITOJIOTII. Pexum JIOCTYITY:
https://moodle.znu.edu.ua/course/view.php?id=4199

7 OcHOBHI MIOHSATTS KpiNTOJIOrii: http://lib.mdpu.org.ua/e-



book/kruptologiya/lect].html

8.  IlopiBHsHHS CUMEeTPUYHUX Ta aCHMEeTPUYHHUX KPHIITOCHCTEM:
https://sites.google.com/site/sucasnikriptosistemik/home/porivnanna-simetricnih-
zasimetricnimi-kriptosistemami

% [TourykoBuii cepBep www.google.com.ua

10. Cepsep BepxosHnoi Pagu Ykpainu www.rada.kiev.ua

11.  Cepsep ykpaincekoi eHumkioneaii www.uk.wikipedia.org

12.  Vkpainceke npaBo www.ukrpravo.com

13. udpysanns y Python: https://python-scripts.com/encryption-cryptography

9. IlocnaHHs HA AMCTAHUIHHUI Kype

JlucraHuiftuuit Kypc AMCUMIUTIHM Ha OCBiTHbOMY KoHTeHTI B CMS Moodle
http://ddpu.edu.ua:9090/moodle/course/view.php?id=2291

Aref G



